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Dear Mr. Slavitt,

The Committee on Science, Space, and Technology is continuing its oversight of the data
warehouse system that supports HealthCare.gov, otherwise known as the Multidimensional
Insurance Data Analytics System (MIDAS). The Committee previously wrote to you on June
18, 2015, and July 21, 2015, requesting documents and information concerning allegations that
personal information is being stored for all individuals who open an account on the
HealthCare.gov website, regardless of whether they sign up for coverage.1 Given that the
Centers for Medicare and Medicaid Services (CMS) has enjoyed over eight months of additional
time to produce the requested information and numerous additional opportunities to provide a
full and complete production, the Committee is now compelling production of the requested
documents.

Although the Committee initially wrote to CMS on June 18, 2015, the agency did not
produce an initial response until over four weeks after the deadline. The agency’s response,
however, was cursory, at best. The response largely consisted of publically available information
printed out and called “a document production.” After nearly three months of non-
responsiveness from the agency following its first production, Committee staff reached out to
CMS and attempted to prioritize the document requests in an attempt to expedite production.’
One month later, CMS provided a second production to the Committee containing general
descriptions of the MIDAS program, but no communications or substantive documents requested
by the Committee.® Weeks later, Committee staff discovered during a phone call with your staff
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that CMS self-limited the scope of requested documents that were produced to the Committee in
its second production, with no intention of informing the Committee that certain documents were
purposefully not included.

After several phone calls with your staff and an additional effort by the Committee to
further narrow and prioritize the request, Committee staff informed your staff on February 10,
2016, that the Committee expected weekly productions going forward until CMS could certify
that all responsive documents have been produced to the Committee.” Committee staft informed
your staff that if the Committee did not receive weekly productions that included requested
communications, the Committee would compel production.6 Despite producing three sets of
documents following this communication to your staff, CMS’ productions have not, in whole,
amounted to a good-faith effort to fully comply with the Committee’s outstanding request.
Further, CMS failed to meet its commitment to make weekly productions to the Committee
without providing notice of its intent to forego the deadline.

Although CMS continues to slow roll its production of documents to the Committee, new
information continues to come to light about the MIDAS program. In September 2015, the
Office of Inspector General (OIG) for the U.S. Department of Health and Human Services
released an audit regarding the $110 million data warehouse system.” The audit highlighted a
number of technical deficiencies, including software bugs, some of which were classified as high
risk, failure to conduct automated vulnerability scans, failure to disable generic accounts used for
maintenance or testing, and using a shared read-only account for access to the database, making
it difficult to tell which individuals have access to the information and when individuals access
the database.® In fact, cyber security experts testified before the Committee that a necessary
component of mitigating the security risk to MIDAS includes not storing excessive information.’
Also troubling is the fact that according to information produced to the Committee, at least 327
individuals have access to the MIDAS database, including 111 users with access to personally
identifiable information.'® Additionally, a case study released by the OIG in February 2016,
appears to show that White House staff caused delays in finalizing HealthCare.gov by closely
scrutinizing career employees at CMS."" This information, coupled with the findings in the OIG
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audit, raise serious questions about whether CMS has the necessary controls in place to ensure
that information stored within MIDAS is not compromised.

In total, CMS has provided only a fraction of the requested documents. The agency’s
failure to produce a significant response is unacceptable and impedes the Committee’s ability to
conduct necessary oversight. It is imperative that the Committee obtain the information as soon
as possible in order to facilitate its ongoing investigation, including preparation for a Committee
hearing. Enclosed, please find a subpoena compelling production of the requested documents.
Please provide all of the subpoenaed materials to the Committee as soon as possible, but by no
later than March 28, 2016.

If you have any questions about this request, please contact Committee staff at 202-225-
6371. Thank you for your attention to this matter.

Sincerely,

o

Lamar Smith
Chairman

cc: The Honorable Eddie Bernice Johnson, Ranking Minority Member

Enclosure



